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IMoaoxenue
0 MOpsiIKe OPraHM3alui U NMPOBeJIeHUU PadoT Mo 3a1HUTeE NMePCOHATBbHBIX
JAHHBIX PA0OTHHUKOB M 00y4aI0IIUXCH MYHUIIUNIAJTIBLHOT0 AaBTOHOMHOT 0
yupe:xaeHus 10N0JHUTEIbHOro oopa3oBanus «CnopruBHas mkoJja Ne 17
I'opoxa Tomcka»
(MAY 10 CHI Ne 17)

1 OOuue moa0xKeHus

1.1. TlonoxeHue o MopsAAKEe OpraHU3alMK U IPOBEACHUHU pabOT MO TEXHUYECKOM 3aiuTe
NEPCOHAIbHBIX JIaHHBIX PAOOTHUKOB M OOyyaroUMXcsd B MYHHMIMIAILHOM aBTOHOMHOM
YUPEKACHUU JOMOJHUTENbHOro oOpa3oBaHus «CrnoprtuBHas mkona Ne 17 I'opoma Tomcka»
(manee-YupexaceHue) SIBJISICTCSI OCHOBHBIM JIOKyMEHTOM
[0 3alUTe NEPCOHANbHBIX JAHHBIX, COJAEp)KAIIMXCs B 0a3zaX [JaHHBIX, M OIpelesseT ey,
NOPSAJOK OpraHU3alUy, IUIAHWPOBAHUS M BBIIOJHEHUS] MEPONPUITUNA MO TEXHUYECKOM 3alluTe
HNepCOHANbHBIX JaHHbIX. Ilpu 3TOM cOCTaB MNEpPCOHAIBHBIX JAHHBIX IMPEACTaBIECH
B JIOKaJIbHOM HOPMAaTUBHOM aKTe opranusanuu «llepedeHb nepcoHaabHbIX TaHHBIX.

1.2. TlonoxeHnue pa3pabOTaHO B COOTBETCTBUM C TPeOOBaHMAMHU 3aKOHOJATEIbCTBA
Poccniickoit denepanuy B 4aCTH 3aLUThI IEPCOHAIBHBIX JAHHBIX.

1.3. TpeOoBaHMs HACTOSAIIETO IOJIOKEHHs] HAIpaBJIEHbl Ha MPEJOTBpAIICHUE YTEUKU
3amuuaeMon HHpopMaly, HECAaHKIIMOHUPOBAHHOTO OCTYIA U CIIEUaIbHBIX BO3JIEHCTBUN Ha
UH(OPMALIHIO.

1.4. OcHoBHble  HampaBieHuss padOT MO  3alIMTE€ MEPCOHAIBHBIX  JaHHBIX
(manee — 3I1/1n):

1) mnpenorBparmieHue HECaHKLMOHUPOBAHHOTO Joctyna K uH(popManun
U (W1M) Tepeiauyy ee JUIaM, He MMEIOIINM MpaBa Ha JOCTYH K MH(OpMaIuy;

2) pa3paboTka ¥ TpaKTUYECKas peau3alus OpPraHU3alMOHHBIX M TEXHHUYCCKHX
MEPONPUITHH IO 3aIIUTE:
uH(popMaluuy, oOpabaTbiBaeMOi CpelcTBaMu BBIUMCIIUTENBbHOU TEXHUKHU
(manee — CBT);
nH(pOpMalnH, BBIBOJUMON Ha 3KPaHbl BUAEOMOHUTOPOB;
uHpOpMalMK, XpaHsmendcs Ha (U3NYECKMX HOCHTENSX, B TOM YHCIE, BXOJSIIUX
B COCTaB MH(OPMALIMOHHON CUCTEMBI IEpPCOHANBHBIX AaHHbIX (Hanee — UCIIn);

3) cBOeBpeMEHHOE  OOHapykeHHe  (akTOB  HECAaHKIMOHUPOBAHHOTO  JIOCTYIIA
K HH(OpMaLINK;

4) mpeaynpexAeHUE BO3MOKHOCTH HEOJIATONPHSTHBIX TOCICACTBHIA  HapyIICHHS
NopsJKa AOCTyMa K HH(opManuu;

5) HemomymieHue BPEIOHOCHOTO BO3JCHCTBUS HAa TEXHHYECKHE CpPEACTBA 00pabOTKH
uH(pOpMalnK, B pe3yibTaTe KOTOPOro HapylaeTcst UX GyHKIIMOHUPOBAHUE;

6) BO3MOXXHOCTb HEe3aMeJINTENBHOTIO BOCCTAHOBJICHHUS uH(popMaIyH,
MOIU(UIIMPOBAHHON WM YHUYTOXKEHHOM BCJEICTBUE HECAHKIIMOHMPOBAHHOTO JIOCTyNa
K Heli;

7) TIOCTOSIHHBIN KOHTPOJIb 32 00ECIICUCHHEM YPOBHS 3aIUIIEHHOCTH HHPOPMAITUH.



1.5. OcHoBHBIE cITOCOOBI M MEPHI 3AMUTHI TIEPCOHATBHBIX JTAHHBIX:

1) npusBneuenue smneHsuatoB @O®CTOK  Poccum ans  BbIMOMHEHHS — paboT
M0 TEXHUYECKOH 3aIIUTe NEPCOHABHBIX JaHHbIX;

2) KaTeropupoBaHHE 0OBEKTOB HH()OpPMATU3AIIHY;

3) TNpPOTUBOJCUCTBHE yTEYKE IO TEXHHYCCKHM KaHajaM, HECaAHKIIMOHHPOBAHHOMY
JOCTYIly, TPOTPAMMHO-TEXHHYECKOMY BO3JCHCTBUIO C IENBI0 HAPYIICHUS LEIOCTHOCTH
u noctynnoctu [1/1H B mpouecce ee 00paboTKH, epeiauu U XpaHEHUs;

4) TnpuUMECHEHHE aBTOMATU3MPOBAHHBIX CHUCTEM B  3AIIUIICHHOM  HCIOJIHECHHH
IUtst 00paboTKH, XpaHeHus u nepeaayu [1J{H;

5) wucnonb3oBaHME CEPTUPHUIMPOBAHHBIX CpeacTB 3amuThl [IJJH  oT  yTeuku
[0 TEXHUYECKUM KaHaJaMm;

6) wucnosb30BaHUE cepTupUIMPOBAHHBIX CpEICTB 3aIUTHI [1/1n
OT HecaHKLIHOHUpoBaHHOTO foctyna (ganee — HCJ) u koHTpoib ux 3¢ (HeKTUBHOCTH;

7) arrecranus OOBEKTOB HWH(POpPMATH3aLUK 10 TpPeOOBaHUSAM HHGOPMAIMOHHOM
0e30MacHOCTH.

1.6. JIomKHOCTHBIE JHIIa, OTBETCTBEHHBIC 32 BBHIMOJHEHHE TPEOOBAHMH HACTOSIIETO
MOJIOKEHUS:

1) orBercTBeHHOCTH 3a 3[1/IH B OpraHu3alMu HECET PYKOBOIMTENb U BCE COTPYAHHUKH,
JIOTIYIICHHBIE 10 pa0dOThI ¢ JAHHON UH(pOpMAIUEii;

2) OpraHM3alMOHHO-METOAMYECKOEe PYKOBOACTBO padoramu 1o 3[1/IH, BbImoIHEHHE
pabot mo 3I1/IH 1 KOHTPOIb BBHITOIHEHUSI TPEOOBAHUI HACTOAIIETO MOJIOKEHUS BO3JIaraeTcsl Ha
OTBETCTBEHHOTO 3a oOecrieyeHHe WHMOOPMANMOHHOW  0€30macHOCTH  (aAMUHUCTpATOpa
nH(pOpMaIMOHHOM 0€3011aCHOCTH ).

2 Tlopsiioxk onpeaesieHusi 3amumaeMoi nngopmanun

2.1. YcnoBust otHeceHUs MHGOPMAIUU K CBEIIEHUSM, COCTaBISIOUIMM KOMMEPUYECKYIO
TaliHy, CIIy>)k€OHYIO0 TallHy M UHYIO TallHYy, 0053aTeIbHOCTh COOJIOIEHUS] KOH(PUACHIINAIBHOCTH
Takol HMH(OpMAIMU, a TaKKe OTBETCTBEHHOCTh 3a €€ pa3IJIallleHuEe YCTAaHAaBJIMBAIOTCS B
COOTBETCTBUU C 3aKOHOJATENBCTBOM Poccuiickoit denepannu.

2.2. CefieHHs O MEPCOHAIBHBIX JIAHHBIX OIPEENIEHbl COOTBETCTBYIOLIMM II€pEUHEM,
BBEJICHHBIM B JICHCTBHE COOTBETCTBYIOLINM PAaCIOPSAAUTEIbHBIM aKTOM OpraHU3aluH.
OpranuzanuoHHsle W TexHudeckue  Meponpusatus 1o  3IIJIH  ocymecTBisroTCS
Ha OCHOBE TpeOOBaHMI HOPMAaTHBHBIX IPABOBBIX AKTOB U JOKYMEHTOB B YKa3aHHOW cdepe
JESATEIIBHOCTH.

3 ITopsinok npuB/IeYeHNs CleUATN3MPOBAHHBIX CTOPOHHUX OPraHU3alMi
npu pa3padoTke H IKCIIyaTallMd 00beKTOB HH(POPMATHU3ALNHU H CPEACTB 3aIHNThI

3.1. Oprammsanuss pabor mo 3II[H, MeToaMUEeCKOe pPYKOBOJCTBO, peaTu3aIis
U KOHTponb 3a »¢dextuBHOCThI0O Mep mno 3IIJ[H Bo3maraercs Ha OTBETCTBEHHOT'O
3a obecriedeHre HH(pOpMaMOHHOW Oe30macHOCTH  (aAMUHUCTpaTopa HHGOPMAIMOHHON
0e30MacHOCTH).

3.2. lns  BemonmHeHWss ~ Meponpustuii mo  3[IJlH  MOTyT  NpHBIEKATHCS
CIeUaIN3UpOBaHHbIE OpraHU3aluy, uMeromue coorsercTByromue aunensun PCTIOK Poceun
u/umu ®Ch Poccun.

3.3. Ilpu BHINONHEHUWH OTAENBHBIX BUAOB pabor mno 3IIJIlH ¢ mnpusreueHueM
CHEIMAM3UPOBAHHBIX ~ OpPTraHM3allMid  HA3HAYalOTCS  COOTBETCTBYIOUIME  CIELMATHUCTBHI,
OTBETCTBEHHBIE 32 OPTaHU3AIMIO U TPOBEICHUE TAHHBIX PA0OT.

3.4. Inanupyemsie wmeponpustuss 1o 3IIJIH pa3pabaThIBalOTCS OTBETCTBEHHBIM
3a obecrieueHue HMHPOPMALMOHHOW O€30MaCHOCTH W BKIIOYAIOTCS OTIENbHBIM Ppa3/iesioM
B I'OJIOBOH IUTaH MeponpusThii opranuzanuu no 311/1x.



Paznen nnana o 3I1/{H npeaycmaTpuBaeT cieayrouume noapa3aesbl:

MEpPOIIPUATHS o BBIITOJIHCHUIO peLIeHt OCTIOK Poccun, IIPUKA30B
Y pacropsiKEeHU BoIecTosen opranuzanuu no 311/1H;

OpraHu3alMoHHO-MeToan4yeckoe obecrnieuernne pador mo 3I1/n (pa3paboTka, KOPPEKTUPOBKA U
COIJIacCOBaHUE OPraHU3aAlMOHHO-METOJUYECKHX [TOKYMEHTOB, IJIAHOB, OTYETOB, COCTABJICHUE
3asBOK Ha TexHH4eckue ycrpoiicta 3[1/]H; 00ydeHne COTpyIHUKOB);

KOHTPOJIbHbIE MEpOnpUsTHUs (OLEHKa JOCTaTOYHOCTU NpuMeHsieMblx Mep u cpeacts 3I1/IH;
sbdexktuBHOCT, mpuHUMaeMmblx Mep 3II[[H B opraHmzammm; ydactue B pabote
KOHTPOJMPYIOIIUX OPTaHOB).

4 IMopsinoxk pa3padboTKu, BBOAA B IeCTBHE U IKCILIyaTAIIMUA 00bEKTOB
uHpopMaTU3aALUU

4.1. Topspok, meroasl u crocodObl 3I1JH ompenensiroTcss HOPMATUBHBIMH TPABOBBIMU
aktamu u okymeHtamu ®Cb Poccun 1 ®CTIK Poccun.

4.2. JlocTaTouyHOCTh TPUHATBIX Mep 1o obecneueHnto OezomacHoctu  [1J[H
npu ee 00paboTKe B CHCTEMaX OLIEHWBAETCS MPHU MPOBEACHUU TOCYAAPCTBEHHOTO KOHTPOJS U
Ha/a30pa.

4.3. besonacuocts [I/In mpu ux o6pabotke B MCII[H obecrieunBaeTcs C MOMOIIBIO
C3I1IH, BKIIOYAIONICH OpraHU3allMOHHBIE MEPBhI U CPEICTBA 3aIMUTHI MH()OpPMAIMH, CPEICTBA
MPEIOTBPALIICHHS HECAHKI[TUOHUPOBAHHOTO JoCTyTa, YTEUKH uHbopMaIuu
[0 TEXHUYECKUM KaHajlaM, [IPOrpaMMHO-TEXHUYECKUX BO3JIEHCTBUN HAa TEXHUUYECKUE CPENICTBA
00paboTku, a Taxxke ucnoiabzyembie B UCIIJIH nndopmanmonnsie TexHonoruu. TexHu4eckue u

IIPOrpaMMHBbIE CpelcTBa JTOJIKHBI YJIOBJIETBOPSTH YCTaHABJIMBAEMbIM
3akoHoJarenbcTBOM Poccuiickoit ®Denepanuu  TpeOOBaHUAM, OOECIEUMBAIOIUM  3ALIUTY
uH(pOopMaLUH.

CpenctBa  3amuThl  MH(GOpPMaluM, HOpUMEHsieMble B  HH(GOPMALMOHHBIX  CHUCTEMaXx,
B YCTaHOBJICHHOM IOPSIKE MMPOXOISAT MPOIETypy OIIEHKH COOTBETCTBUSI.

4.4. Oxkcrnyataums C3II[IH u cpeAcTB 3alUTBl B €€ COCTaBE OCYIIECTBIISETCS
B COOTBETCTBHH C TEXHOJOTHYECKUM IPOIECCOM W MHCTPYKIMSMH 1O JKCIUTyaTalliH CPEICTB
3aIUTBHI.

4.5. JIna obecneuenust 3aumthl [1/IH mpu sxcrutyatauuu C3II[H u cpenacTsB 3amuThl
HE00X0IMMO cOOMI0IaTh CieayoNue TpeOOBaHNUS:
JOCTyN K 3amuiiaeMoi wuH@opmanuu Juin, pabotaromux B MCII[n (monb3oBaTenei,
00CITy’)KHBaIOLIET0 IEepCOHaNa), JODKEH IPOU3BOJUTHECA B COOTBETCTBHM C  IOPSAJIKOM,
YCTaHOBJIEHHBIM Pa3peIINTEIbHON CUCTEMON TOCTYIIA;
Ha niepuoj; oopabotku I1/[H B momenieHnu, rje pa3MeIiaTcss OCHOBHBIE TEXHUUECKUE CPEICTBA
" CHCTEMBI, MOTYT HaXOJUTHCS TOJILKO 1A, JIOTTyTIIEHHBIE
B YCTaHOBJIEHHOM TMOpsAlke K oOpabaTeiBaeMoil  uH(popMalMM, JONYCK  JpyTux
JWI JUIE TIPOBENEHUS HEOOXOIMMBIX MPOQMIAKTUYECKUX WM PEMOHTHBIX PAa0OT MOXKET
OCYILECTBIIAATRCSI B 3TO  TOMEIIEHHE  TOJBKO B  TPUCYTCTBUM  OTBETCTBEHHOT'O
3a obecnieueHre HHGOPMAITMOHHON 0€30MTaCHOCTH;
IPY Pa3MELICHUU B IOMEIIEHUH HECKOJIBKUX TEXHUYECKHX CPEACTB 0TOOpaskeHUs! MH(OopMaIuu,

JTOJIKEH OBITh HCKIIFOYEH HECAaHKIIMOHUPOBAHHBIN IIPOCMOTP BBIBOJUMOM
Ha HUX UH(pOpMAIIHH;
B ciydae KOMITpOMETALNU MapoJIbHON uH(popManuu OTBETCTBEHHBIN

3a obecrieueHre WH(POPMAIIMOHHONW OE30MaCHOCTH JIOJDKEH MPHUHSATH ONEPATUBHBIE MEPHI IO
3aMeHe Mmaposie U HICHTU(PUKATOPOB, a TAK)KEe MHUIIMUPOBATH CITy>KeOHOE pacciae0BaHueE.

4.6. Bce HOCHUTEIIN II1u Ha OyMaxHOH, MarHUTHOM, OITHYECKOI
(MarHUTO-ONTHYECKOW) OCHOBE, HCHoJib3yemble B mporecce obpaborku [1/ln B UCIIH,
MOJJIEXkKAT yUerTy.



4.7. BpeMEHHO HE HUCIOJb3yeMble yUTEHHBIE HOCHUTEIM HH(OpMALMMU AOHKHBI XPAaHUTHCA B
CIeHalIbHO 000pyTOBaHHBIX JUIS 3TOrO MecTax, HEJIOCTYITHBIX
JUTS IOCTOPOHHUX JTUII.

4.8. Tlepuoanyeckuii KOHTPOJb BKJIIOYAET B ce0s: KOHTPOJIb BBIOJIHEHUS OpraHU3allMOHHBIX
Mepornpuatuii 1o 3IIJlH B COOTBETCTBMU C TOJOBBIM IUIaHOM Meponpustuid no 3I1JH;
MHCTPYMEHTAIBHBIN KOHTPOJIb A3(PPEKTUBHOCTH BHEAPEHHBIX CPEICTB 3aLIHUTHI.
HNHCTpyMEHTaNbHBIH KOHTPOJIb MIPOBOAUTCSA HE pexe OJIHOTO paza
B I'0J] C IIPUBJICYEHUEM Ha JIOTOBOPHON OCHOBE OpPraHM3allMii, TPOBOAMBILUX ATTECTALUIO ITHX
O0OBEKTOB WJIM JPYrMX OpraHu3alfii, HMMEIOIIUX JUIEH3UI0 Ha COOTBETCTBYIOIIMHA BH]I
JESTEIIBHOCTH.

HNHCcTpyMEHTANbHBIN KOHTPOJIb SIBJISIETCS 00S3aTelIbHBIM MPU BBOJE ATTECTOBAHHBIX pabOYMX
MECT B 3KCIUIyaTalllIo; [I0CIE YCTAHOBKU, PEMOHTA Uiu 3aMeHbl cpencts 3I1/1H; npu n3mMeHenun
ycnoBui skcrutyataru O, pa3menieHus: TEXHUYECKUX CPEJICTB.

a. Ilo pesynpraTaM KOHTPOJS COCTABJIAETCSA aKT, B KOTOPOM OLICHUBAETCSI COCTOSIHUE
C3I1H, yka3bIBaIOTCS UMEIOIIMECS HApYLICHHUS U CPOKH UX YCTPaHEHHUS, JAETCS 3aKIIIOUEHUE.
PesynbpTaTel pa®oOT [OKIaABIBAIOTCS PYKOBOAMTENIO OpraHU3alUd, KOTOPBIA yTBEp)KIaeT
MPEJICTaBISIeMbI aKT.

B cnydae wuMerommxcs Cepbe3HBIX HApyIICHWH, pa0doThl Ha 00bekTe WH(OPMATHU3AINN
MIPUOCTAaHABIMBAIOTCS 10 UX YCTPAHEHHUS.

5 OTBeTCTBEHHOCTH JOJKHOCTHBIX JIMIL

5.1. JJomXKHOCTHBIMH JIMLIAMH, OTBETCTBEHHBIMU 32 OpPraHU3alMI0 M OCYIIECTBICHUE
meponpustuii no 3I1/1H B opranuzanuu SBIsSIOTCS:

- PYKOBOIMTENH OPTaHU3ALUY,;

- OTBETCTBEHHBII 3a MH(POPMAILIMOHHYIO 0€301acHOCTh OpraHu3alnx
(amMuHUCTpaTOp MHPOPMAITMOHHOHN 0€3011aCHOCTH).

5.2. KommereHuMss pyKOBOAMTENsSI OpPraHU3allii NPHUMEHHUTEIbHO K HACTOSIIEMY
MTOJIOKEHUIO:
OIpeAeIIsAeT COTPYAHUKOB OpraHU3aliy, puBiekaeMbix Kk 3I1/1H;
yTBepkaaeT JokyMeHThI 1o 311/1H;
NpUHUMAET pelieHne o puHaHncupoBanuu padot no 311/1H;
NPUHUMAET PELIEHUE O MPEKpPaLEHUH padoT B Cilyyae BBISBIECHUS HapylIeHUH TpeOoBaHUU MO
311/1H, a Takke 0 BO30OHOBJIEHUHU paboT MOCIIe UX YCTPaHEHHUSL.

5.3. KommereHMst OTBETCTBEHHOTO 32 WH(MOPMAIMOHHYIO 0€301acHOCTh OpTraHU3aIiH
(amMuHHCTpaTOp MH(OPMAIIMOHHON 6€30IaCHOCTH):
OCYILECTBIISAET roJI0BO€ IUTAHUPOBAHUE MEPOIPUATHH OpraHM3alyH
o 3I1/IH 1 KOHTPOJIb 32 €r0 BBHIOTHEHUEM;
opraHusyer pa3pa0OTKy UM BHEApPEHHE HEOOXOIUMBIX OpraHU3alMOHHO- TEXHUUYECKUX
meponpustuii o 3I1/[H B opranu3zanuu;
IIPEJICTABIISIET HAa YTBEPKACHUE PYKOBOAMUTENIO OpraHu3auu J1oKyMeHThl o 311/1H;
onleHuBaeT dA(PQPeKTUBHOCTh npuHKMMaeMbix Mep 1o 3[IJlH u opranuzyer paboThI
10 YCTPAHEHUIO BBISBICHHBIX HEJOCTATKOB,;
dbopMHUpyeT TPEITTOKESHHS TI0 YCTPaHEHHUIO HeocTaTkoB 1o 311 /IH;
BBISBIISICT HApYIICHUS B TEXHOIOTUU 00paboTku [1/1H;
poBepsieT  MPaBUJIBHOCTh  (YHKUMOHMPOBAHWS  CHCTEM  pa3rpaHHYeHHs]  JIOCTyna
K [I/11 n Hanuuue cpeacts 3amuTel 11/1H;
OCYIIECTBIISIET TOKyMEHTaIbHOE 0(hOpMIIEHUE MPOBOIUMBIX 3AIIUTHBIX MEPOTIPUSATHII;
OKa3bIBaET METOUYECKYIO TIOMOIIb COTPYIHUKAM OpraHu3aluu 1 nposeaeHun padot mno 3I1/1H.



6 Hepe‘leﬂb JJOKAJIBbHBIX HOPMAaTHBHBIX aKTOB, HeOo0X0AMMBIX JJIs OpraHu3sanvm
p360TBI IO 3aIUTE NEPCOHAIBHBIX TAHHBIX

IlepedyeHb EpCOHANBHBIX JaHHBIX OPraHU3aLUu.

NHcTpykuus noap3oBarens HHGOPMALMOHHON CUCTEMBbI IEPCOHATIBHBIX JAHHBIX OPTaHU3aLIH.
WNHcTpyKIus 110 ACUCTBUSAM II0JIB30BATENSA B CIy4ae HELITATHOW CUTYaLlUN.

WHCcTpyKIMs aAMUHUCTPATOPa HHPOPMALMOHHON O€3011aCHOCTH.

WHCTpYyKIHMS 10 apXUBalUy HHPOPMAITMOHHBIX PECYPCOB CUCTEMBI.

WMHCcTpyKIus 110 MOPSIIAKY y4eTa U XPaHEHUsI CbEMHBIX HOCUTEIIEH.






